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In the digital era, data security is essential for preventing unwanted access to 

information. To improve message security, this study intends to apply a mixture 

of three cryptographic algorithms: RSA, Vigenere cipher, and permutation 

cipher. The Vigenere and permutation ciphers are used to the message content 

to add an extra degree of security, while the RSA technique is utilized for 

asymmetric key encryption. In this system, the Vigenere cipher and permutation 

cipher, is used to encrypt the message, followed by RSA is used to encrypt the 

Vigenere process key. According to test results, combining these three 

techniques strengthens the cryptographic defenses against frequency analysis 

and brute force assaults by increasing their complexity. Although the 

combination lengthens the processing time, the resulting security is higher than 

the application of a single method. This system is expected to be applied to 

applications that require the protection of sensitive data with a high level of 

security. 
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I. Introduction 

Egyptians used hieroglyphics that is an application of cryptography at around 3000 BCE according 

to ancient historical records. Around 400 BCE during the golden age of greece, it developed thorugh the 

Spartans. At that time, the tool used to create hidden messages was called the Scytale. The Scytale was 

a cylindrical rod combined with 18 letters and a long strip of papyrus. The message could be read by 

wrapping the strip around the rod. The Chinese and Japanese began recognizing cryptography in the 

15th century CE [1]. 

Cryptography is a method for securing the authenticity of data. In the process of cryptography require 

2 steps which are encryption and decryption [2]. Encryption process is supposed to change the original 

data into encoded data which makes the data highly confidential so that unauthorized parties don’t know 

the original data since the data already encrypted. Meanwhile, decryption process is supposed to change 

encoded data into original data.The original and the encoded data is respectively called plaintext and 

ciphertext. By keeping unauthorized people from accessing data, cryptography serves to safeguard the 

secrecy of that data.Those who develop cryptographic algorithms are known as cryptographers [3]. 

The decryption and encryption process are two crucial steps in the field of cryptography. Encryption 

process changes the original data using specific algorithms into an unkown format. If the encryption 

process takes more time, then the encoded data that already been transmitted is more highly confidential 

than the process that takes not much time. In contrast, the decryption process returns previously altered 

data or information to its original form once it has been transformed into an unknown form. Data security 

can be implemented using a variety of cryptographic algorithms.  

Cryptography is divided into classical cryptography and modern cryptography based on its historical 

context. Classical cryptography can be completed by hand with simple computation. Meanwhile, 

https://creativecommons.org/licenses/by-sa/4.0/
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modern cryptography needs a complicated computation that will be take more time to solve by hand. 

Modern cryptography usually compute by computer assistance [4]. 

There is also two types of cryptographic algorith which are the symmetric and the asymmetric 

algorithm. The difference between symmetric and asymmetric is the key. Symmetric algorithm use 

public key for encryption and private key for decryption. Meanwhile, Asymmetric algorithms use 

different keys for the encryption and the decryption. Both of it are inversely proportional, which uses 

the same key for the encryption and decryption process. [5]. The weaknesses of the two types of 

cryptography can be overcome by combine those type of cryptography which is called a hybrid 

cyptosystem coding method. A hybrid cryptosystem is a method that combines multiple ciphers to 

benefit from each one's unique features. It uses two different key called public and symmtric key. In a 

hybrid cryptosystem, files are secured using a symmetric algorithm and symmetric keys are secured 

using an asymmetric algorithm [6]. 

Cryptography has evolved into digital era. For example, chatGPT is already using cryptography 

algorithm to its program [7]. Cryptography has a lot of type since it was discovered. Some of its type 

that will be discussed are the Permutation Cipher, the Vigenère Cipher, and the RSA Algorithm. In the 

permutation cipher, the order of characters is swapped according to specific rules without altering the 

characters themselves [8]. This swapped show how complex the process, making it challenging for 

recipient to compute the decryption process that will result the original content without knowledge of 

the specific permutation key [9]. Meanwhile, the Vigenère cipher requires a key to transform a character 

into a new one, using the key for both the encryption and decryption processes [10].  Vigenere is one of 

the classic cryptographic algorithms introduced in the 16th century or roughly in 1986 [11]. Then, RSA 

algorithm is used to change a character into a numerical code using 2 types of key which is public key 

for the encryption process and private key for the decryption process [12]. The RSA algorithm was 

found in 1977 by three people which is Ron Rivest, Adi Shamir and Len Adleman from the 

Massachusetts Institute of Technology. The letters RSA is from the initials of their names R, S, and A. 

The security of the RSA algorithm based on the difficulty of factoring large numbers into prime factors. 

Factoring is done to obtain a private key. As long as the factoring of large numbers into prime factors 

has not been found, then the security of the RSA algorithm is guaranteed. 

So that, we can conclude that study is needed by combining multiple types of cryptography. For 

example, combining vigenere cipher, which is a symmetric key with RSA, which is an asymmetric key 

with hybrid cryptosystem method. Thus, it is envisaged that combining the two forms of cryptography 

will produce a high level of security while enabling quick encryption and decoding. A similar approach 

has been applied in previous studies by combining the Vigenere cipher and RSA algorithm [3]. 

However, message security can still be enhanced by incorporating additional algorithms into the 

encryption and decryption process. 

Therefore, the goal of this study is to create and assess an encryption scheme that combines the 

permutation cipher, the Vigenère cipher, and the RSA algorithm. It is anticipated that the suggested 

method will offer extra security layers for data protection during digital communication by leveraging 

the advantages of each algorithm. The study will make significant contributions to the domains of data 

security and cryptography by thoroughly examining the efficacy and efficiency of this strategy. 

II. Materials and Method 

In this study, the encryption and decryption process will be carried out involving the Vigenere 

cipher, permutation cipher, and RSA algorithm. The method for the encryption process is as follows: 

1. Encrypt the plaintext with the vigenere key resulting in ciphertext-1. 

2. Encrypt the vigenere key with RSA Algorithm, generating ciphertext-2 

3. Encrypt ciphertext-1 with permutation to produce ciphertext-3. 

4. Ciphertext-2 and ciphertext-3 are given to the recipient of the message. 
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Figure 1.  Encryption Process 
 

The method for the decryption process is as follows: 

1. Ciphertext-2 and Ciphertext-3 are given. 

2. Decrypt ciphertext-2 using RSA Algorithm. This produces the original vigenere key. 

3. Decrypt ciphertext-3 with permutation to produce Ciphertext-1. 

4. Decrypt ciphertext-1 using vigenere cipher with the original key to produce plaintext. 

 

 
 

Figure 2.  Decryption Process 
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In general, the encryption and decryption processes carried out only go through 4 stages. Each 

stage has more detailed steps that will be explained in this chapter. 

A. RSA Algorithm (Rivest-Shamir-Adleman) 

RSA is one of cryptographic technique to protect data. RSA is used for encryption, key exchange 

(private and public key), and digital signature. RSA algorithm is very commonly used in data encryption 

and digital signature applications [13]. The essence of RSA is to generate two keys, namely the public 

key and the private key. The public key will be shared to encrypt information. Messages encrypted with 

the public key can only be deciphered with the private key. 

1. Generate public and private keys 

There are several steps to generate a public and private key. Those steps are as follows [12]: 

a. Randomly select two prime numbers 𝑝 and 𝑞. To make it difficult to solve, p and q must be 

large prime numbers. 

b. Compute a number 𝑛 = 𝑝𝑞. Where 𝑛 is computed as the modulo for both the public and 

private keys. 

c. The Euler’s function 𝜙() should be computed as, 𝜙(𝑛) = (𝑝 − 1)(𝑞 − 1), where 𝜙 function 

is the integer number.  

d. Choose a new number, say 𝑒 that satisfies 1 < 𝑒 < 𝜙(𝑛) and the gcd(𝑒, 𝜙(𝑛)) = 1. 𝑒 will 

be published as a public key. 

e. Find the value of 𝑑 so that 𝑑𝑒 ≡ 1(𝑚𝑜𝑑 𝑟) or in other words 𝑑 is the inverse of 𝑒 𝑚𝑜𝑑 𝑟. 𝑑 

will be saved as a private key and not shared. 

In the following, we offer an applied example of RSA encryption/decryption [14]. The parameters 

used here are small to clarify the procedure. 

- Enter the prime integer for 𝑝 = 59 and 𝑞 = 41. 

- Compute 𝑛 = 𝑝𝑞 = 59 ∗ 41 = 2419. 

- Compute the function 𝜙(𝑛) = (59 − 1)(41 − 1) = 2320 

- Compute the public key for exponent 𝑒 such that 1 < 𝑒 < 𝜙(𝑛) and so that greatest common 

divisor gcd(𝑒, 𝜙(𝑛)) = 1. 𝑒 = 1381. 

- Compute the private key 𝑑 as 

-  

𝑑𝑒 ≡ 1(𝑚𝑜𝑑 𝜙(𝑛)) 

𝑑 ∗ 1381 ≡ 1(𝑚𝑜𝑑 2320) 

𝑑 = 1181 

 

To prove that public and private keys whether to satisfy the above relation: 

 

𝑑𝑒 (𝑚𝑜𝑑 𝜙(𝑛)) = 1181 ∗ 1381 (𝑚𝑜𝑑 2320) 

= 1630961 (𝑚𝑜𝑑 2320) 

= 1 
 

So, the public and private keys respectively are (1381, 2419) and (1181, 2419). 

2. Message Encryption 

Suppose the message is an integer 𝑚 that 𝑚 < 𝑛, so the way to encrypt m is to raise 𝑒 (public 

key) to the power of 𝑚. Let say 𝑐 is the ciphertext so 

𝑐 = 𝑚𝑒(𝑚𝑜𝑑 𝑛). 

𝑐 can be visible to the public but without the private key the real information of this message 

cannot be obtained. 

3. Message Decryption 

To decrypt the message is to raise 𝑑 (private key) to the power of 𝑐 (ciphertext). For example, 

it’s 𝑓 so 
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𝑓 = 𝑐𝑑(𝑚𝑜𝑑 𝑛) 

𝑓 = 𝑚𝑒𝑑(𝑚𝑜𝑑 𝑛). 
 

Note that 𝑓 must be equal to 𝑚. 
 

 
 

Figure 3.  RSA Algorithm Process 

B. Vigenere Cipher 

Using a matrix of 26 Caesar cipher shifts, the Vigenere cipher is a polyalphabetic substitution cipher. 

It is composed of a set of Caesar cipher substitution rules that are monoalphabetic and with shifts ranging 

from 0 to 25. Using the Vigenere square (sometimes called the Vigenere tableau), Vigenere encryption 

is implemented by appending each plaintext character's index to the password character's index. [15]. 

 

 
 

Figure 4.  Vigenere Square Table 
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The encryption and decryption process of the vigenere cipher can also be represented mathematically 

as: 

𝐶𝑖 = 𝐸(𝑃𝑖 + 𝐾𝑖)(𝑚𝑜𝑑 26) 

𝑃𝑖 = 𝐷(𝐶𝑖 − 𝐾𝑖)(𝑚𝑜𝑑 26), 
 

where C, P, K, E, and D respectively represent ciphertext, Plaintext, Key, Encryption function, and 

Decryption function. If for example, we have a plaintext “DEPARTEMEN”, and a keyword 

“DEPMAT”. The vigenere cipher is done by aligning the keyword below the plaintext. 

Plaintext: DEPARTEMEN 

Keyword: DEPMATDEPM 

 

𝐶1 = 𝐸(𝑃1 + 𝐾1) = 3 + 3 (𝑚𝑜𝑑 26) = 6 → 𝐺 

𝐶2 = 𝐸(𝑃2 + 𝐾2) = 4 + 4 (𝑚𝑜𝑑 26) = 8 → 𝐼 

𝐶3 = 𝐸(𝑃3 + 𝐾3) = 15 + 15 (𝑚𝑜𝑑 26) = 4 → 𝐸 

𝐶4 = 𝐸(𝑃4 + 𝐾4) = 0 + 12 (𝑚𝑜𝑑 26) = 12 → 𝑀 

𝐶5 = 𝐸(𝑃5 + 𝐾5) = 17 + 0 (𝑚𝑜𝑑 26) = 17 → 𝑅 

𝐶6 = 𝐸(𝑃6 + 𝐾6) = 19 + 19 (𝑚𝑜𝑑 26) = 12 → 𝑀 

𝐶7 = 𝐸(𝑃7 + 𝐾7) = 4 + 3 (𝑚𝑜𝑑 26) = 7 → 𝐻 

𝐶8 = 𝐸(𝑃8 + 𝐾8) = 12 + 4 (𝑚𝑜𝑑 26) = 16 → 𝑄 

𝐶9 = 𝐸(𝑃9 + 𝐾9) = 4 + 15 (𝑚𝑜𝑑 26) = 19 → 𝑇 

𝐶10 = 𝐸(𝑃10 + 𝐾10) = 13 + 12 (𝑚𝑜𝑑 26) = 25 → 𝑍 

 

So, we can conlude that the ciphertext is: “GIEMRMHQTZ”. 

Further we wil decrypt a ciphertext “GIEMRMHQTZ”. We are still using the same keyword 

“DEPMAT”. The vigenere cipher is done by aligning the keyword below the ciphertext. 

Ciphertext: GIEMRMHQTZ 

Keyword: DEPMATDEPM 

Using the same method for the decryption, we will have the plaintext: “DEPARTEMEN”. 
 

C. Permutation Cipher 

Permutation cipher is a technique to move or rotate each character in the text with certain models. 

The principle of transposition is opposite to substitution where the position of the character remains only 

replaced by another character, while transposition itself does not replace the character but changes its 

position [16]. 

For example, let’s assume a block size of 5 and the permutation pattern is (3 1 4 5 2). We will encrypt 

a plaintext “DEPARTEMEN”. Since the block size is 5, we divide the plaintext blocks of size 5. 

Plaintext: DEPAR TEMEN. 

Position of plaintext: 12345 12345. 

Permutation: 31452 31452. 

Ciphertext: ERDPA ENTME. 

From above text we got ciphertext “ERDPAENTME”. 

Further, we will decrypt a ciphertext “ERDPAENTME”. Firstly, we have to find the inverse 

permutation. If the permutation pattern is (3 1 4 5 2) then the inverse is (2 5 1 3 4). Next, we divide the 

ciphertext blocks of size 5. 

Ciphertext: ERDPA ENTME. 

Position of ciphertext: 12345 12345. 

Inverse permutation: 25134 25134. 

Plaintext: DEPAR TEMEN. 

From above text, the plaintext becomes “DEPARTEMEN”. 
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D. American Standard Code for Information Interchange (ASCII) 

ASCII is a table of printable and non-printable characters [17]. ASCII codes were standardized in 

1982 as a source of storing and transmitting data like English texts [18]. ASCII is an international 

standard for letter and symbol codes like Hex and Unicode, but ASCII is more universal, for example 

124 is for the character "|" [19]. It is always used by computers and other communication devices to 

indicate text. The ASCII code actually has a 7-bit composition of binary numbers. However, ASCII is 

stored as an 8-bit cipher by adding a 0 as the highest significant bit. The number of ASCII characters is 

255, where characters of order 0 to 127 are characters for text manipulation, ASCII characters of order 

128 to 255 are characters for graphic manipulation. ASCII has control characters that are divided into 5 

groups according to consecutive usage, namely Logical Communication, Device Control, Information 

Separator, Code Extension, and Physical Communication [20]. These characters will be integrated with 

the key that will be used in the encryption and decryption process of the Vigenere cipher. 

 

 
 

Figure 5. ASCII Table 

III.  Results and Discussion 

Suppose given a message “CRYPTOGRAPHY” and the key for Vigenere Cipher is “MATH” then, 

the steps that will be carried out according to the method determined in this article will be explained in 

this chapter. 

A. Encryption  

1. Encrypt the plaintext with vigenere key 

First, convert the plaintext and keyword into numbers by using the mapping where 𝐴 = 0, 𝐵 =
1, … , 𝑍 = 25. Based on the formula of vigenere key, we have: 

 

𝐶1 = 𝐸(𝑃1 + 𝐾1) = 2 + 12 (𝑚𝑜𝑑 26) = 14 → 𝑂 

𝐶2 = 𝐸(𝑃2 + 𝐾2) = 17 + 0 (𝑚𝑜𝑑 26) = 17 → 𝑅 

𝐶3 = 𝐸(𝑃3 + 𝐾3) = 24 + 19 (𝑚𝑜𝑑 26) = 17 → 𝑅 

𝐶4 = 𝐸(𝑃4 + 𝐾4) = 15 + 7 (𝑚𝑜𝑑 26) = 22 → 𝑊 

𝐶5 = 𝐸(𝑃5 + 𝐾5) = 19 + 12 (𝑚𝑜𝑑 26) = 5 → 𝐹 
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𝐶6 = 𝐸(𝑃6 + 𝐾6) = 14 + 0 (𝑚𝑜𝑑 26) = 14 → 𝑂 

𝐶7 = 𝐸(𝑃7 + 𝐾7) = 6 + 19 (𝑚𝑜𝑑 26) = 25 → 𝑍 

𝐶8 = 𝐸(𝑃8 + 𝐾8) = 17 + 7 (𝑚𝑜𝑑 26) = 24 → 𝑌 

𝐶9 = 𝐸(𝑃9 + 𝐾9) = 0 + 12 (𝑚𝑜𝑑 26) = 12 → 𝑀 

𝐶10 = 𝐸(𝑃10 + 𝐾10) = 15 + 0 (𝑚𝑜𝑑 26) = 15 → 𝑃 

𝐶11 = 𝐸(𝑃11 + 𝐾11) = 7 + 19 (𝑚𝑜𝑑 26) = 0 → 𝐴 

𝐶12 = 𝐸(𝑃12 + 𝐾12) = 24 + 7 (𝑚𝑜𝑑 26) = 5 → 𝐹 

 

Thus, ciphertext-1 is “ORRWFOZYMPAF” 

  

2. Encrypt the vigenere key with RSA Algorithm 

Each character of “MATH” will be converted to its ASCII code where 𝑀 = 77, 𝐴 = 65, 𝑇 =
84, 𝐻 = 72. For prime numbers 𝑝 = 17 and 𝑞 = 11 we have 

 

𝑛 = 17 ∗ 11 = 187 

𝜙(𝑛) = (17 − 1)(11 − 1) = 160 

 

We choose 𝑒 = 7, which is relatively prime to 160. Based on the encryption formula for RSA, we 

get: 

 

𝐶1 = 777(𝑚𝑜𝑑 187) = 114 
𝐶2 = 657(𝑚𝑜𝑑 187) = 92 

𝐶3 = 847(𝑚𝑜𝑑 187) = 25 

𝐶4 = 727(𝑚𝑜𝑑 187) = 54 
 

So, ciphertext-2 is “114 92 25 54” 

3. Encrypt the ciphertext-1 using permutation cipher 

Let’s assume a block size of 6 with permutation pattern is (4 3 6 5 2 1). We will encrypt a 

plaintext “ORRWFOZYMPAF”. Since the block size is 6, the plaintext will be divided into blocks 

of size 6. 

Plaintext: ORRWFO ZYMPAF 

Permutation Pattern: 436521 436521 

The resultant plaintext from the above text becomes “WORFOR PMAFYZ”. 

So, ciphertext-3 is “WORFORPMAFYZ” 

The encryption process is ended and 𝑒, ciphertext-2, permutation pattern, and ciphertext-3 are given to 

the public. Next, the decryption process is carried out according to the method. 

Based on the encryption process, the steps required are lengthy and complex. This method uses three 

approaches, which if used separately would be easy, but would be difficult when combined. Therefore, 

classical cryptography is still useful in the modern era if used in conjunction with other cryptography to 

form multiple layers that are difficult to crack. 

Therefore, this method has several advantages. First, it takes a long time to decrypt the ciphertext if 

done manually. Secondly, it is easy for the message sender to perform encryption because the type of 

cryptography used is classical cryptography. Third, the level of confidentiality of the message increases 

due to the layered process. However, this method still has some drawbacks. First, it is quite easy to crack 

if using a program. Secondly, the sender is vulnerable to producing a wrong ciphertext due to the layered 

process.  

The algorithm in this study relies solely on the ASCII table, requiring both the sender and receiver 

to understand its contents. This could become an issue if the receiver is unfamiliar with the table or lacks 

access to it. Therefore, the algorithm can be expanded to utilize other types of codes beyond the ASCII 

table. 
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IV.  Conclusion 

The method of combining several types of basic cryptography is one way to increase the 

confidentiality of a message. Although it makes the encryption and decryption process layered and prone 

to errors in the process. However, if done carefully, it will produce a strong ciphertext that is difficult to 

crack. 
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